National Information Security Manual


615.10  Annual IT Security Review and Risk Assessment

A.  ANNUAL IT SECURITY REVIEW

	Office 
	
	Area Office 
	 

	Office Type 
	
	Date of Previous Review 
	

	Address 
	
	City 
	

	
	
	State 
	


NOTE:  The person preparing this plan is verifying that all areas have been assessed and analyzed for security risks and vulnerabilities.

	Prepared By 
	
	Date 
	

	Title 
	
	Telephone Number 
	

	Agency
	
	
	

	
	
	
	

	Prepared By
	
	Date 
	

	Title
	
	Telephone Number 
	

	Agency
	
	
	

	
	
	
	

	Prepared By
	
	Date 
	

	Title _
	
	Telephone Number 
	

	Agency
	
	
	

	
	
	
	


NOTE:  The person reviewing this plan is verifying that all areas have been assessed and analyzed for security risks and vulnerabilities.

	Reviewed by
	
	Date 
	

	Title
	
	Telephone Number 
	

	Agency 
	
	
	

	
	
	
	

	Reviewed by 
	
	Date 
	

	Title 
	
	Telephone Number 
	

	Agency 
	
	
	

	
	
	
	

	Reviewed by 
	
	Date 
	

	Title 
	
	Telephone Number 
	

	Agency 
	
	
	


This security review document has been designed to allow the three partner agencies to use for each office.  The questionnaire will be completed in each office and forwarded to the next higher level for review.

	ADMINISTRATIVE CONTROLS
	YES
	NO
	N/A

	List occupants of building other than Federal Government:  _____________________________________________________________________________________________________________________________________________________________________________________________________
	
	
	

	Is there an Emergency Response Plan available for the office?  If yes, date of plan __________________________
	___
	___
	___

	Does the plan include phone numbers for police and fire departments and agency security officer?
	___
	___
	___

	Is IT security assigned to agency individual(s)?
	___
	___
	___

	Are those individuals trained in security measures?
	___
	___
	___

	Have security policies, procedures, and standards been distributed to all employees in the office?
	__
	___
	___

	Compliance with security policies, procedures, and standards are regularly monitored?
	___
	___
	___

	Local policies and regulations have been distributed and are being followed?
	___
	___
	___

	
	
	
	

	SECURITY AWARENESS AND TRAINING
	
	
	

	Annual security training is offered to all office employees, partners, and contractors?
	___
	___
	___

	Formal
	___
	___
	___

	Brochures
	___
	___
	___

	Film
	___
	___
	___

	Other _________________________
	___
	___
	___

	Training on system usage is completed prior to granting computer and system access?
	___
	___
	___

	Training is provided on the procedures for reporting security problems or incidents (viruses, hackers, theft, etc.)?
	___
	___
	___

	
	
	
	

	PERSONNEL CONTROLS
	
	
	

	Do employees, partners, and contractors have background screening and security investigations in accordance with National IRM Manual, Part 502)?
	___
	___
	___

	Are new employees and contractors given a briefing that explains their security responsibilities?
	___
	___
	___

	Are duties separated such that the person who authorizes a payment to a client does not issue the payment?  (This pertains to FSA and RD employees.)
	___
	___
	___

	Are user IDs promptly suspended for terminated or transferring employees, partners, and contractors?
	___
	___
	___

	Are security-related identifications, cards, keys, etc., retrieved from individuals who depart from the agency or office?
	___
	___
	___

	Are the appropriate exit interview reports completed and forwarded to appropriate officials? (See Parts 615.4, 615.7 and 615.8.)
	___
	___
	___

	
	
	
	

	PHYSICAL PROTECTION
	
	
	

	Is access to the office controlled by protection systems?  (Circle the appropriate system)  Keys, Guards, Keycard System, Other ____________
	___
	___
	___

	Are computer and telephone rooms located in an area that is restricted to authorized employees, partners, and contractors only?
	___
	___
	___

	Are restricted spaces locked when authorized users are not present?
	___
	___
	___

	Are escorts provided for visitors to restricted areas?
	___
	___
	___

	Is computer equipment secured and logged off at the end of the work day?
	___
	___
	___

	Are laptops secured when not in use?
	___
	___
	___

	Is an up-to-date inventory of all computer equipment and information resources maintained for the office?
	___
	___
	___

	Are office door keys controlled, and is distribution periodically verified?
	___
	___
	___

	Is a security log maintained for visitors and employees before and after office hours?
	___
	___
	___

	Are there procedures for checking physical security at the end of each day?
	___
	___
	___

	Are perimeter walls slab to slab in construction and permanently attached to true floor and true ceiling?
	___
	___
	___

	Do ground-level and second-story windows have positive locking devices installed?
	___
	___
	___

	Are doors to the computer and telecommunications facilities solid wood or metal at least 1-3/4 inches thick?
	___
	___
	___

	Are doors secured with deadbolt locks with a one-inch throw and a high-security cylinder (e.g., Medeco D-11 series)?
	___
	___
	___

	Are keys “off-master” in buildings shared with other entities?
	___
	___
	___

	Are cipher locks used to control access to computer facilities?
	___
	___
	___

	Are cipher combinations at least four numbers?
	___
	___
	___

	Are cipher combinations changed at least every six months or when anyone with the combination no longer requires access?
	___
	___
	___

	Do police or guards regularly patrol and check the building?
	___
	___
	___

	Emergency response time for:
	
	
	

	Police Department ___________
	
	
	

	Fire Department _____________
	
	
	

	Rescue Squad _______________
	
	
	

	Are periodic fire and emergency evacuation drills conducted?
	___
	___
	___

	Are there fire detection and suppression systems in the office?  If “yes,” which type (circle appropriate system):
	___
	___
	___

	Smoke detectors and/or heat detectors
	
	
	

	General purpose fire extinguishers (Type ABC)
	
	
	

	Dry chemical (Type BC)
	
	
	

	Halon
	
	
	

	Sprinkler system
	
	
	

	Do fire detection and suppression systems automatically notify fire department as well as staff?
	___
	___
	___

	Are portable fire extinguishers checked annually?
	___
	___
	___

	Are employees trained in the use of fire extinguishers?
	___
	___
	___

	Is there emergency lighting in the office?
	___
	___
	___

	Are emergency computer equipment shut-down procedures documented and tested?
	___
	___
	___

	Are sensitive data and hard copy documents protected from unauthorized exposure and access?
	___
	___
	___

	Are there shredders in the office?
	___
	___
	___

	Are computers that process sensitive data protected from viewing by unauthorized individuals?
	___
	___
	___

	Are food and beverages kept away from computers?
	___
	___
	___

	Are physical sites safe from environmental threats?
	___
	___
	___

	Are critical computers and telecommunications equipment protected from power fluctuations with surge protectors?
	___
	___
	___

	Are areas around IT equipment free of obstructions and kept orderly?
	___
	___
	___

	
	
	
	

	PBX OR TELEPHONE KEY SYSTEMS
	
	
	

	Are PBXs and key systems protected in the same manner as servers?
	___
	___
	___

	Is this equipment password protected?
	___
	___
	_X_

	Is the password changed at least twice a year?
	___
	___
	_X_

	
	
	
	

	SOFTWARE AND APPLICATION PROTECTION
	
	
	

	Do nonsystem administration personnel have sysadmin or root passwords?
	___
	___
	___

	Have all default account passwords been changed or accounts removed?
	___
	___
	___

	Are unique logins and passwords required for system access?
	___
	___
	___

	Are user IDs and passwords held in strict confidence and safeguarded from unauthorized access, use, and disclosure?
	___
	___
	___

	Are users required to create passwords that contain at least eight characters that include at least three of the following – lower case, upper case, numbers, and special characters?
	___
	___
	___

	Are passwords changed periodically or when it is suspected that they might have been compromised?
	___
	___
	___

	Are sensitive data files password protected?
	___
	___
	___

	Do users log off or have a password-protected screen saver active when a personal computer is not in use after a short period of time?
	___
	___
	___

	Are updated antivirus checking programs on all personal computers and laptops and being used?
	___
	___
	___

	Do users knows the precautions to take to prevent a computer from being infected with a virus?
	___
	___
	___

	Are software copyright and licensing agreements adhered to?
	___
	___
	___

	Are audit logs reviewed to track system access and problems that occur?
	___
	___
	___

	Is access to information and systems granted based on “need to know” to perform only official Government business?
	___
	___
	__

	Do dial-up connections required user identification and password?
	___
	___
	___

	Is there dial up access to or from the office?
	___
	___
	___

	
	
	
	

	SECURITY PLANNING
	
	
	

	Is there a security plan, contingency plan, and risk assessment completed?
	___
	___
	___

	Are documents readily available for use in case of an emergency?
	___
	___
	___

	Is the contingency plan documented, reviewed, and tested periodically?
	___
	___
	___

	Has the contingency plan been tested within the past year?
	___
	____
	____

	Are these documents updated annually or when a major change occurs?
	___
	___
	___

	Have these documents been forwarded to the next level of responsibility?
	___
	___
	___

	Are data, software, applications and information backed up regularly?
	___
	___
	___

	If “Yes,” address and phone number of offsite location:

______________________________________

______________________________________
	
	
	

	Frequency and type of backups (e.g., incremental, full) and number of rotations retained:

___________________________________________

___________________________________________
	
	
	

	Is there a fireproof safe in office or offsite locations that is used for storage of backup tapes?
	___
	___
	___

	Are storage media properly identified as to their content and information sensitivity?
	___
	__
	___

	Are the procedures in the Common Computing Environment system administrator and user guides followed ?
	___
	___
	___

	Are specific responsibilities identified and assigned for system recovery procedures?
	___
	___
	___

	Are critical applications identified, documented, and backed up on a regular basis?
	___
	___
	___

	Are configurations and documentation for computers and information resources periodically reviewed and updated?
	___
	___
	___

	Have backup tapes been tested to ensure integrity and readability?  If “yes,” date of last test: _________________
	___
	___
	___

	Have any break ins, computer viruses, incidents, or violations been detected during the year?
	___
	___
	___

	If “yes,” specify the date of the incident and list actions taken: ____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
	
	
	


NOTE:   For questions with “NO” as a response and do not meet the definition of “low risk”, provide an explanation of how the risk will be mitigated.
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